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2, AGENCY REVIEW OF MATEPlAL IP^TENDED FOR NONOFFTCLAI, PUBUCATION 
Note: The address and phone numbers on page 4 [8) have changed to: 
Publications Review Board 
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Sol' j:;:,:rxt r jt^ ^ ^^-^ ^- «^•- «. 

tended; and Excc.ive Onfer iZ^l^eL^fJ^^'^'^^^^'^^A^of I349.« 
Pn.^ in^ig.n« .ounces ^d n,ct^ S un^^hS^S'll '^"'^ ^^"'^ ^ 
12356 ,cq.,ny pn^eoion of ^^^Tl^^'^^t^''^'^' E.ecuti.e Order 

(hzclo^^. of ^c„ „„y j,^^ nSn^r^^^ -^ "^ fnfcimadon *he public 

b. GENERAL 

n:vkw bjr Oa au nuteri4 fdJcL rn '^^ "^^ "^^^"^ fi* s^bmu for prior 

-^d comply witfi ,heir ohlifiaijQn Ll,^^^^ ^.""*' Infomadon uodefSB^d 
maicriai intended for nrniof^cl^pSc^^lTJ' '^"°' '^^''^^ ^^ '^ AgoKyS 
"nauthorizcd <fcdosur=. The d^.?^ ^ Wmpotient of cffons to proven, 

by Cfae Agency in mpl^^^ thisS^hn^^^^™ '^P"'^«^°°«^P«ed 
Agtocy acis without undu. dS ^a S,^ ^ ^"^^ "P*^ >**«r9« 

(a) Itfcntrry infonnation for deletion or n^'w^ i 
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AITTHOR RESPONSIBILITIES 

(1) Cuncm and foraser Agoicy employe© arc obUe^ied © submil material initndcd for 
nonofficiai pablicarioii for pfcp^blicaoon rc>aev. AgUKy coimclots and oUwfi m*0 
sign secrecy agreements *i* the Ageocy ma« also submit sjch maltnal for 
pcrpubUcuion review in ai^ccaidance 'viEh ihdr secrecy agreements. 

(23 Submission to ihe Agert:> musi te mate prior to disdaslni such infoimaaon lo 
anyone v/ho Is not au[hori2ed by die Agency to hive access to it. TtiC rcspWKibUrty 
rtsu wiih the OJJthor lO l>»m fiwn the Agctwy whether the maienil iraended for 
nuWicaion fits the descripuon set fortH in iMs paragraph. PrepuWica^tx review 
obUgations ca«K« be avddal by causing another penon. such as a ehwtwntcr. 
i-«WS4, friend, or asodaic. to- prepare the m»wM, Rcvetoon of iafOflnae«)n 
Uainagiflg to ihe naiicmal security w my pcison r«>t authoriKd to leceive u is 
prohibited, 

(3) Oinent onployses must also submit maietiDJ that oould toson^y te ocpccted to 
iropalr the pctfotroance o£ rticii *iti«, iiaeriere with the authoriad tmotovs of iie 
Agency, or have sn Impact en UK foteJgn rdtmoM or «cu ricy of the Utdtcd Stales. 

(4) If a Bctsor *i(h prepublkaddn review ol)UesiJons is askad to canman on the 
nonofficial latelUgaKe-tclasx* watertjli of others not SO ofeligatod (for wimple, to 
revjt*/ 4 nook by fe nongowctroneiu audior prior to publicaricn). the OA tuthof ^wuM 
Irtsx his or iKr comments zs a proposed iwdoffldal publiciHon subjea to this 
regulaiioo. If upon subralsston Hk reviewing ofScM detcnnincs that it Is necusaiy to 
revieiB aU or part Of Ae untkriyiag (cxi to evilawt the conmtcots, the OA auUior 
*(w3d obtain ftp outside snthoj's txflswt before subnilrJing tiie wJevant pans of aoy 
unpubUshcd text to the Agency lb r review. 

(5) Authors of material subtnilscd to the Agency art expected to coopeme v-ithand jtfsisi , 
the trwicw process. v?rt»«i aa author claims (h« infonnation Jtsendsd for nooofGcial 
[wblicafiofl is unclas-daied bcciiL-se it has alieady t^jpcaiwJ in puM^c, ths aulhor nsay 
be caUcd upon to identify a\y open sources fbr infonnailon that, in the Agiflcys 
JudBtneJit. originates faun dasrified soatces. Fjilurc of refusal to U«idfy such pubDc 
sourea oir oihctvrtsc to cooperate may reiiiU in refusal of auihorizaiion to publish ihe 
infortnaSon In question. TTie authoc also may be requestea id cite die source bv a 
footnoie. 

(6) Should a pason subjea 10 the prepubTicalioo review obli£«Son leam fliat aftodwr 
penon alio sobjert to (he ptcpuWicatUxi review obligaiiotJ is preparing roaicnal 
intcndati for noooffJdaa putriicarion tttac may contain infomwiion teq^iWng Agency 
anprovnl for public release, he or she shouM iwiind the author Of «ht iwjuircojenl to 
submit ilK mattrial tc the PRE or through his or her chain of coaunaivl as 
approptiale . tot Afiency review. 

CO Ii is not possiWe m andapiW ail quCTons thai may arise stmi which aialcrials 
require prepoblicaiicn icvk^. TbLniote. it is (Ik autbo.'s ciJigalion to so* goJdance 
on aU fitepuMicaUcn ,tv:;w s^-ues -.a F^^idfly covered in Bm regulation. 
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d. PROCEDURES FOR SUBMITTING MATERIAL FOR REVIEW 
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(7) Persons preparing material for nonofficiaJ publication arc inviutd at any smgc to 
tliscuH ihclT plans wiit tfie Qiair. PRE, ilv: PRB legal adviser, or gn authorized 
represMicaSve specilically design«ctt for this puipose. T!k vi<rvws of ihc Agcnc7 may 
bt given oriy by one of ihcse itidividuals. Ajiyonc aciinfe in reliance oa ^4c.wi 
expressed by any pcisoci CAhsf tlian such authortted Agency represintativc muse 
I'isume rtspansibiliiy for tlie ccnsequances of that action. 



<g) ■■||^H^^^^^^mi^^B.^'^^''°i^ ^louid tiina quesiioiu in the Chaic 
Publications KevicM/ Boan 

Oven authors outside thc'^Agcficy'stT Ould include^ 
Washington, DC 20505" in ihe sddrKsr " 



-cncnl 



ificoct ..ASfeiwy. 




e. AGENCY ORGANIZATION AND RESPONSIBILITTES 

(1) Tho BoatrJ consists of a Chair tksignated by the Director of Informatiofl Tcdinology 
and senior rapreiet\tatSves from the DireoDorace of Operations, th* Direaoraic of 
Admlnlitnrion. die Dirccioralc of Sdenoe and Technology, the Direoorsie of 
InteUigeticek the Offim of ih« Associate Deputy Dicector for 
Adm'itiislrailon/Inromiation Services, tfie Office of Persimncl Securiiy, and the 
cover unit. The Boirti meEnbere ire i«)ralt!3ted by the appropriate EJcputy IMrsoor or 
Openidng Official for Ihc cooaiTence of das Director of InfoiraaHcin Technology. 
The Office of General Coutjsel providei a legal adviser. The Board will meet as 
requited at the call of the Qiair to ensure that the provisionE of this regulaSon arc mcL 

(2) The Chair vtU ciisut* tfyiC appiopriile rcvirveiT ere assigned lo levjcw silpmJttcd 
ciatMial. If the ro^iswcis unanimouidy dcddc ilia Ii Is unobjectiooaWc urucjcf fee 
scandards nnd criteria listed above, the Chair luill notify the author Ihiou^ tSie 
appropriat& channels. If any reviewer objects 10 publicafion. iJse matlcr will be 
naolvcd upon consultaiSofi "with the Qiair or at a Boaitl meeting. 

(3) The Chair is authorized coilaieraUy to fepreseat Qie Board when disdositre of 
submitted material SO cjeaity wowid nos harm naiitmal security fliai additanal jirifie* 
is imtwcessaiy or wiiiSi TiGJs aonsaaints or other uruaual anaunstances make it 
iHipraciical or imposaMe to convene or oonsull the Board. Ttw Chair niay also 
detcimine that the sibject of the mitcrial is so narrow or technical that only ceniln 
Boffitl membtjs need be coosoUcd. 

(4) The Agency vnU make sveiy effon to cotii piece the inltiaJ icview of submitted material 
and respond to authors ><iitturt '30 days Of receipt hy the PRB or other rcvier*^r^g 
offidaJ. 

r. Materials to be submitted for prepublication review 

(0 Material whkhsaujfi be submined for prcputjilcadon levisw conjisu of oil v^iir\gs 
aiKl scripts or oaUines of oral presenta.tiOE\s intended for rvorwfllcial puhlicaJJon, 
Diduding wotks of fiction: wiiJdi cotitain any memion of ttie QA, inldJigetice data or 
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Iraelligcnce aaivjcies, of tiiatcrial on any subjsa about which th: ayibor his had 
access to classified infomadoii in (ht couree of his or hfif cnplojfliem or other QA 
iffiliaijon. 

(2) The prepublication review obligacion is not limited lo any paitiojlar category of 
raattriaJs or melhodi of preseniaiion or publicadon. li applies to ho[fi oral Mid iwitmi 
mitcriali. WiEh respect m written mawrials, it applies mi only to books but lo all 
Other forms of Mfrinen msiterials or prepared siajcfficrffii inietided for pidilic 
dissemination, such as (but not UmsEcI to) newspaper columns, iragazinfi articles, 
leiiera to tfie editor, book rcricwi. pampW^S, sctiolarty papas, and iwnofiidal 
tastimony prepajxd in advance of presentaiion, Miicthcr it fs befttitt a Fcdcnl or scale 
invesiigafivc Commtaion. a Con^xasional body, a judicial forum (unless ths witn«s 
h adefendanl in a criminal case iii the Uniied States), or any other situilar praceedlng, 
(Current employcu i*fto must make court appca/anccs and respond lo subpoenas 
should contact the OfTice of General CounscL) Because wojfci of ficiJoii arc often 
based upon anefor can be uJol to convey factual infocmarion. fictiotial accounts of the 
Agency or of iIlO^Uigef^cc activjdes are also covered. Marenal created or disseminated 
ihnougt) elccDTOtuc or other Jticdia also is subjea to this regulatioa 

g. MATERIALS ^iOT SUB jeei TO REVIEW 

(1) The prcpubliciUoo teview requlrtmeru docs not apply lo ntaceilal that is totally 

umdaied to lnt=nisence or eatpJoyracnt mancis, sucii ts cooking, Eardcning. or purely 
ctomesdc polidcal maners- 

(2) Maicriil thai consists solely cf peraonal views, opinions, or judgments on manets of 
public cocKem and docs not contain or purport lo contain ar^y meodon of ihc CIA, 
uncUigeace amidties or tlaia. or infonaadon on any ifipic about u^ch the author had 
access lo dassiried infotmaiioa is not subjea lo the prepublicaidon review 
requinaoent. For example, a peiscn ^ih ptepubJicatiDn review obligaloRs Is free 
wilhout prior ttvicw to submit testimony to Conettss to inaKe public spe«iies or' 
poblisfa wdcles oo such topics is proposed iegiilaiion as long as rtie material pfepited 
for public me is not classified, ^ocs pal state or ifUply facts about inteUigeace 
activities or iuhstantii/e intelligance information, or, in the case of cuntnt cmptoyecs 
or cootiactois. Impair (hs pcffosinaiice of lliclr Uutjcs or the wKhorized foncciofis of 
the Ageiwy or advetsely affect foreign relations or naiiotui security. 

(3) In some circujnsiances the eiprtssion of what purports to be an opuiioo may in hct 
Convey Infonnadot! subject to prior review. For example, a former Intelligajcc 
analyses OpJtuon Oiat the UnisSd Slates can or cannot verify coatpUance vAih jtrai^ic 
aims iimitaijon ajrcanents fs »n implied stafismcniof fjcc atnur Agency octiviaes and 
substantive liueUigetvcc InfofmaiiMj and should be subjca to ptiof review. This does 
not mean that such a statement would nccessaifly twjuirc deiedon, but merely iJvat the 
subjccr tnaner icqu ires review by the Agency before pgblicarion, Ho"reYcr, discussion 
litnjied to the deslntility of a proposed arms Iimita:doii ogteenicnt based solely or 
analysis of its provisiot^. without any discussion of inietligetice infoimatioti or 
(tcavitics. would not require prior (e'.iaw. 
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(4) Descripdons of A(«ncy ictivities will require prior re-vicw, A person subjea to ftu 
prepi^licaiicm levie* flWigadon Vi^ho •n'riics or speaJci about areas of national polic^ 
as an observer outside (he (cifernnwnt without relying or purporting to rely pii 
dassitlcd informadoa irtcdligence in&rmatian, or other slmilsr information docs not 
Jiave to subdili such mattriiU for prior lEvicw. 'ATille scmt 'gny areas" may exist, 
persons preparing tnatetial intended for ncmofficiaJ publicadon are expected to err on 
the side of prepubUcadon review. 

h, ORAL STATEMENTS The prepublicaDon review requirement applies to material thai 
ttie person concemplates prcscndng publidy or actually Yas prepared to public 
prejentaijon. Ttius, a person is iiot in btciidi of the prepublicauoti review requiremait if 
he or she poitldpaies extemporaneously and withou; prior preparation in m oral 
eipresjion of infonsianon (for exofnplt. news iniEtvie-w, pantl discussion, and unrehearsed 
speech) and does not submit tSiaieritJ for review in advan«. Where an individual has beai 
asked to speafc or tcsti^ on matteif Siai nonnaUy -would be sutiject lo prior iirview and has 
actually prepared for the ^akini erigaeetnenc or testimony in advance by makine notes, 
drifting on ouilijK^ rehearsing M^ an associate, or otherwise, che e^iceptioti for 
cxtctnponneous oral exprsssson docs not apply. Moreover, making a genuine^ 
exij^inporaneoiis oc^ statement does ix>t exetnpt an indi^duol from Uabllity foe any 
mauihociied (Ssdosure of infotmntioa damaging to the ivuaonal security that he or she 
tnay tnoke in tite coune cf such expression, Pcrsor^ subject to the picpublicaiioa review 
otriUgstiod are encouraged to seek guidance t^m iht PR|t hefo(« gnmting such interviews 
oragRelngtomakesuchiippGaranccs, < / 

I STANDARDS OF REVIEW 

(i) The A^ncy may deny fefllilssi0I5 for oonofficial publication of any infotma^oft 
obtained during ihe couiw of empbymeiU or other jervioe v^ih th* ClA tha: has; not 
been placed In ta public doauin by the U.S. Govonmei^t ano if disclosure reasonably 
could be expected to hann ttic tiaiioiul security inierEsis of the Uoited Stares, ?'. k<\ < 

' ;■ . S*' 

(2) Penuls^n to publish vnli not be denied solely because the statement tnay^be 
embarrassing to or critical of Use Agency. ■■■ . , , 

(3) Where infonnatioa cot^ained in material Intended for tuonafficial publication is 
available to ^ author ftom dasstffed souices and also independencly from open 
sources, the author may be pennired to iei«tiUsh the iirfonnatioii if he or she can dtc 
an adoquaie open souire putUcaaon and if tepubUcatlon of the information by thai 
author ol the time of leview will not cause aifdition&I damage to the national securi^ 
through aulhotitative confiimaaott Of previous publicaoons. The Board will exercise 
due care and cSscredon in making these determinations on a casa-by-case basi^:fahd 
include as ficcoK in its dedsion the following: the serujjtivity of the infijimatlon -from 
dassified sources, she iBimhcr and cuntncy of these pi«vtoiu publications, ttie levtiiof 
detail piwviou^ e^tposed, the sourte of the previous diidosures (whether aiithorilativa 
and acknowledged or an anoiiymous 'leak"), the new author's access lo classified 
sources, ind ifa wrfhcrlty and otdiblUty his or her Agency exporicnoc brings;tBi% 
confiimaisrv sc^temeru. The Board may £Jve permission to publish contlngenc on Hie 
iUThor's citaaon of open soutees in a fbotnoiE. 
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(5) Approval for pahacaif on iloij no( renrew-m a „ 

^ encoai^ed fcamm enip,oye« «i^^SLT^, *"' '^'' **'" ^'^"'^- =^'^'^ 
emfcustmeni *rf «!,„.,►._>. .., ,^"«""cwron of infomiaiion ror i™«i:^..^,. 



woKbng of ihJs discS^inier. when approorlait ZSj^^"'*" ""^^ ^ tmeodite 
Uie variance, ^'^^'''"**^'*^'*« Chair, PRb, fsiioiti^ of 

J. BREAOI 

Agcrcy tefon. bring dn:ulai«, J^ScSl SL T"^* "" ^'™'''«* ''^ <he 

rcvkw Of tit material after It has te^ IS^ i^ ?*^ ^'"^^- ^°^ ^"^ I^b. 
outei^I. partis cfo« *„ .i^^1^;,S^,J ^'•"*'"^- -^'^-^ <^^- 

(2) The CMTfoe of General Cmmsel will i* n«in w . , -#* 

Deportmmi of Junfcc r«ga«fing ^y :,S^1^ \ ' Kcomn,e«dalian lo ife 



fc. AJ-PEAl, 



(J) AuUiois irtio v^sh »o appeal dedsfons shaiirt .«-. I ^^^ * 

Director to consider on liSTS?Z!2 ^ '^'^°' ^^* "^ ^''«'«^'^ 

of [he affected cocpcnsm (o each DcSTSZ^^ "^"^ '^P^'^"« ^«<=i^ 
F« 10 each o^poiy Director or Htad of Indepadent Office 
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*hose reprwcmitive on she Boarf objected o iAfotmadon in the material ai issue. 
Tht t>ep<iP, Direoof or Head of liuJepyuIcni Omce wiu iffinn or reccmmcnd nrrision 
of the Board's deosiot! affectinE Ws Or her equides and wiU forwairl thsr 
recommendadon to the General Counsel The Gcnenl Counsel win review fts 

recoramendaiians for legal sufficiency and v^U make a recommendaiion to the 
Executive Director for a final Agency daclsloti Every effort *iU be made to comnleic 
:he appecJ process wichin .30 isys, 

(2) This regulatian is intended ta pfovlda diieoioti md guidance for those persoiu *ho 
have ptepuUicadon review obUgatlans and ihosc who review material mbroiaed for 
mnofficiai pubUcadon, Nothing conmined in thjs regulation or in any procedurci 
prtffliiiigated to iraplemqn this regulation \z incendod co confer, and does not confer, 
any subaiuitive or procedural right ot privilege on any p^rsOTbr organization. 



i! 



*"Publicalion" in thJs conicst means coramunicadr^ infomaticin to one or more pctsom ■ 
"Monoffidal publicadon" is a wort; prepared by the luthor ns a private individuad. not as i 
govemmeoj employee or contracDor acting in an official capacity. ^; ,. 
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